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Security authentication protocol based on elliptic curve
cryptography and cookie information for terminal of IoT
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Abstract: For the security problem of terminal devices accessing to the network server in internet of things (IoT), an
identity authentication protocol was presented based on elliptic curve cryptography (ECC) and cookie information for
internet of things terminal. Firstly, the protocol used user identity information, server private key, random number
and expiration time of cookie to form a cookie file. Then, it was encrypted with ECC and stored in the smart
terminal. In authentication phase, the mutual authentication was achieved by comparing the security parameters
calculated by cookie information. Performance analysis shows that it can resist many kinds of attacks and provide
high security, low computation and low communication cost, which was suitable for the terminal devices of limited
resources in internet of things.
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